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Abstract

As the world becomes increasingly connected and interdependent upon technology,
crimes are moving online. Research on cybercrime is beginning to test the applicability
of traditional criminological theories for understanding crime in this new medium.
Using a national sample of 215 self-admitted cybercriminals, we examine Messner and
Rosenfeld’s institutional anomie theory. Negative binomial regressions reveal that
expressed levels of institutional anomie correlate with increased cybercrime activity.
A curvilinear relationship was found, such that low and high levels of institutional
anomie lead to higher levels of cybercrime. Our findings reveal how the dark side of
the American Dream can lead to online criminality. Specifically, the penetration of,
and accommodation to economic values dictated by American capitalism can lead
individuals to adopt values such as the fetishism of money that, in turn, affects their
online behavior and criminality.
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Our world is becoming increasingly connected through technology. From social
media to online shopping, we live in the age of the internet. Cisco estimates that cur-
rently there are more than eight networked devices per person in the United States,
and this number is expected to climb to more than 13 devices per person by 2022
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(Cisco, 2020). We use computers to socialize, communicate, work, and play. Yet,
these technological connections also increase opportunities for new types of commit-
ting crimes that are facilitated by computers and the internet. Some of these crimes
include hacking, online fraud, identity theft, spamming, and cyberbullying (Ngo &
Jaishankar, 2017). Not surprisingly, as the world becomes more dependent on cyber-
connections, cybercrime is increasing (Jardine, 2015). According to Gallup, 23% of
households in America were victims of hacking to personal, credit card, or financial
information, and an additional 16% of households were victims of identity theft.
These rates of victimization surpass those reported for street crimes, where only 11%
were victims of vandalism, 3% of houses were broken into, and 4% of individuals
were physically assaulted, robbed, or sexually assaulted (Reinhart, 2018).

Given the widespread nature of cybercrime and the costs it can entail, there is an
obvious need to better understand its causes and consequences. Although an impres-
sive body of literature has now investigated patterns of cybercrime victimization, far
fewer studies have been able to study the perpetrators of cybercrimes. The relatively
limited number of studies that have examined cybercriminals often test the applicabil-
ity of a traditional criminological theory as a potential explanation for the cybercrime
in question. We provide another such examination by offering what we believe is the
first application of Messner and Rosenfeld’s (1994/2003) institutional anomie theory
(IAT) to a variety of cybercrimes. The goal of the study is to examine whether the
overemphasis on economic goals results in higher rates of cybercriminal behavior. In
other words, whether those who display any one of the four values—achievement,
individualism, universalism, and the fetishism of money—of Messner and Rosenfeld’s
theory, are more likely to engage in any cybercriminal activity

Strain Theory and Cybercrimes

Various criminological theories have been used to explain different types of cyber-
crimes. The most frequently used crime theories to explain cybercrime besides routine
activities (Bossler & Holt, 2009; Holt & Bossler, 2009; Reyns, 2013) are self-control
(Donner et al., 2014; Reyns et al., 2019), social learning theory (Hawdon et al., 2019;
Holt et al., 2010), and general strain theory (GST; Patchin & Hinduja, 2011).

Strain theory has been applied to acts of hacking, piracy, online scams, cyber-
stalking/harassment, and online hate speech (Chism & Steinmetz, 2018). Merton’s
influential theory on social structure and anomie (1938) described crime as the result
of the differential access to legitimate, institutionally defined means to achieve cul-
turally defined goals, especially monetary success. American culture emphasizes the
pursuit of the American Dream. This dream involves the pursuit of money to access
the all-encompassed desire for material objects such as car, house, and an overall
well-being. However, despite this culturally defined goal, the institutionally deter-
mined means fail to provide equal opportunities for all members of society to achieve
it. Deviant adaptations occur when an individual abandons the desired goal, the
legitimate means to achieve the goal, or both. Merton’s strain theory, although criti-
cized, has been extremely influential and gone through numerous revisions (e.g.,
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GST, IAT). These revised versions of strain theory have been widely applied to
offline crimes with varying levels of success; however, the application of strain
theory to cybercrimes is limited.

To date, there is a limited body of research that considers cybercrime from a strain
theory perspective. Larsson et al. (2012) explain digital piracy as an innovation to
achieving goals, as well as the innovation of virtual private networks (VPNs) that
provides anonymity. Cyber political activist can also be explained with strain theory as
they “actively construct new environments that offer new means—file-sharing plat-
forms, anonymization tools” to achieve their goals (Larsson et al., 2012, p. 108, cited
by Yar & Steinmetz, 2019, p. 31). Agnew’s GST, which posits that criminal acts are
performed as an attempt to cope with negative emotions such as depression, anxiety,
and anger that result strain (Agnew, 1992), has also been applied to cybercrime. Most
of the research using GST focuses on cyberbullying and harassment (Hay & Meldrum,
2010; Patchin & Hinduja, 2011; Wright & Li, 2012). According to these researchers,
cyberbullying can be both a stressor (source) and a strain-releasing strategy (outcome
or by-product) of digital harassment. Yet, the support for GST for explaining cyber-
crime is limited. For example, Hay et al. (2010) found experiencing cyberbullying
victimization as a source of strain was a weak predictor of self-harm and suicidal
ideation. Similarly, other forms of cyber deviance such as music piracy do not seem to
be a significant outcome of strain (Hinduja, 2006, 2012).

Institutional Anomie and the American Dream

Derived from Durkheim’s (1897/1987) discussion of anomie and Merton’s (1968,
1938) strain theory, Messner and Rosenfeld’s AT (1994/2013) explains crime on a
macro level. Specifically, crime rates are a function of cultural pressures to achieve
economic goals, that is, the American Dream. The American Dream, according to
these theorists, refers to a commitment to the goal of material success, to be pursued
by everyone, under conditions of open, individual competition. Four values perme-
ate the American dream: achievement at any cost, intensive individualism, univer-
salism (everyone should succeed), and the fetishism of money (Messner & Rosenfeld,
1994/2003, pp. 62—65). Thus, achievement is valued, an individual should achieve it
by herself or himself, everyone should succeed, and success is defined solely through
monetary means.

Although these cultural goals do not directly lead to crime in and of themselves,
they do lead to the widespread pursuit of economic success within an anomic culture
and an environment where the behavioral controls from noneconomic institutions such
as the family or polity have been weakened. The development of American capitalism
and adoption of the American Dream have resulted in noneconomic institutions being
ineffective at exercising control over the pursuit of economic success via any means,
including criminal means (Messner & Rosenfeld, 1994/2013). This supremacy of the
economic institution over all other institutions has occurred through the devaluation of
noneconomic institutional functions (e.g., education is merely a means to money),
accommodation to economic requirements by other institutions (e.g., family routines
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are dominated by work schedules), and penetration of economic norms into other
institutional domains (e.g., politics are based on the “bottom line”). It is the intensive
pursuit of economic success combined with an “anomic ethic” and insufficient institu-
tional controls that lead to widespread criminal activity. Despite being originally
developed with a focus on the United States, IAT likely applies to other developed,
western nation-states with disembedded economies (see Bernburg, 2002; Chamlin &
Cochran, 2007; Hagan et al., 1998).

In addition to recognizing that IAT may apply to other developed capitalist econo-
mies, theorists have also introduced an individual-level component to the theory: mar-
ketized mentality (GroB et al., 2018; Hovermann et al., 2016; Hovermann, GroB, et al.,
2015; Hovermann, Messner, et al., 2015). Marketized mentality is a strong individual
commitment to values and role performance repertoires (or the lack of them) that con-
tribute to institutional anomie. Karstedt and Farrall (2006) further explicated the indi-
vidual component of IAT by studying “crimes of everyday life” (Karstedt & Farrall,
2006, p. 1011). They coined the term “market anomie,” which represented a general
lowered level of trust in others in the marketplace, fear of victimization when being
involved in business, and legal cynicism. All of these values were determinants of
involvement in crimes.

The Empirical Status of IAT

Most empirical evaluations of IAT have examined the additive and multiplicative
effects of the structural antecedents of the institutional imbalance of power and ano-
mie on violent (e.g., Piquero & Piquero, 1998; Savolainen, 2000) and property crime
rates (e.g., Chamlin & Cochran, 1995). Although largely limited to the United States,
these studies have generally been supportive of IAT. Studies examining the cross-
national applicability of IAT, although limited in number, have found modest sup-
port for the theory. Zito (2018) using data from the World Values Study and a
multilevel model, found that rule violation is more readily accepted by those in
anomic market societies. Individuals in countries with more economic freedom but
less economic equality and countries where money fetishism is accepted are more
supportive of individual rule breaking. Contrastingly, individuals in countries with
strong noneconomic institutions such as family and polity were less likely to justify
rule breaking. Individual financial difficulties, weaker social institutions, economic
inequality, and high levels of individualism were all associated with justifications of
everyday criminal activity (for an overview, see Hovermann & Messner, 2019).
Dolliver (2013) also found that cultural-institutional configurations vary between
countries and groups of countries, and each configuration differentially affected
organized crime in Europe; however, homicide rates (i.e., the traditional dependent
variable that has been used in the majority of past empirical studies of IAT) did not
conform well to the theory’s predictions (Dolliver, 2013).

Passas (2000) observes that globalization and neoliberalism reproduce
structural problems typical of anomie, as neoliberal economies fail to deliver their
promises, just like American capitalism. According to Passas (2000), global
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interconnectedness, economic growth, free markets, individualism, consumerism,
privatization, and deregulation of neoliberal markets have created new needs. However,
structural asymmetries in economy, law, politics, and culture aggravate the divergence
between means and ends, thereby producing a sense of deprivation and frustration in
those who fail to achieve the globally valued goals of success (Passas 2000). Such
strains can induce deviance (Passas, 2000), such as global crime, as a result of the
combination of anomic states (remote cause) and individual and situational crimino-
genic factors (proximate causes).

Other researchers testing solely the more individualized component of IAT have
generally found support for this version of the theory (e.g., Muftic, 2006; Rosenberger,
2016; Stults & Falco, 2014; Tuliao & Chen, 2017). For example, Muftic (2006) stud-
ied cheating prevalence in college students, and found that measures associated to
economic goals of the American Dream such as individualism, universalism, achieve-
ment orientation, and “monetary fetishism” (i.e., marketized values), and level of
commitment to noneconomic institutions such as family and polity, influence cheat-
ing. Both those who showed adherence to the marketized values and those less com-
mitted to family and polity were more likely to cheat (Muftic, 2006). Others (e.g.,
Hirtenlehner et al., 2013; Kittleson, 2012), however, found less support in a cross-
national setting. Perhaps because of the homogeneous culture of European countries,
neither economic dominance, nor weakened noneconomic institutions, nor individual
cultural values predicted individual crime proneness among Europeans. After intro-
ducing the individual sociopsychological measure of “marketized mentality,”
Hovermann and colleagues (Hovermann, GroB, et al., 2015; Hovermann, Messner,
et al., 2015) found associations between “egoistic individuality” and money fetishism
(the metric of success), dictated by the universal economic need of monetary success
(Messner, 2003).

Although IAT has enjoyed reasonable empirical success at the macro and micro
levels, it has not yet been widely applied to cybercrimes. Although several studies test
the influence of strain on cybercrime (Chism & Steinmetz, 2018; Hay et al., 2010; Hay
& Meldrum, 2010; Hinduja, 2006, 2012; Larsson et al., 2012; Patchin & Hinduja,
2011; Wright & Li, 2012), few tests of IAT in cyberspace exist (Muftic, 2006). The
current study attempts to fill that gap by evaluating the applicability of the theory on
the commission of deviant activities in cyberspace.

Additional Considerations

The factors identified by IAT have generally been assumed to be linearly related to
criminal behavior, and this has certainly been the logic behind the more micro version
of the theory. However, there is reason to suspect that the relationship may be curvilin-
ear. It is likely that very low levels of the individual-level components of the theory
could be related to crime, at least to some extent. Harkening back to Mertonian strain
theory, those who rejected the culturally defined goals and the institutionally defined
means corresponded to the mode of adaptation Merton referred to as to use a retrea-
tism (Merton, 1938). Although this mode of adaptation was allegedly related to such
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deviant acts as drug use or skid row alcoholics, it can also be related to such cyber-
crimes as hacking, especially hacktivists or others who reject the basic tenets of the
American Dream (e.g., Jordan & Taylor, 2004). Then, at modest levels of IAT, it is
likely that the criminal behavior may actually decrease or at least be less related to
criminality than it is at higher levels. Indeed, other theories find that commitment to
traditional goals is inversely related to crime (e.g., Hirschi, 1969). The American
Dream has served as a strong motivator for individuals to achieve material success
through hard work, as has been widely argued by its proponents and even echoed by
then candidate for the U.S. Senate, Barak Obama, in his 2004 keynote address to the
Democratic National Convention (Obama, 2004; see Rowland & Jones, 2007, for a
discussion). It is when these values reach extremes that they become criminogenic
(Merton, 1938). Thus, we anticipate that the relationship between IAT values and
cybercrime will be U-shaped as low levels of IAT will be weakly but positively related
to crime, more moderate levels of IAT will become unrelated or inversely related to
crime, and then the relationship between IAT and cybercrime will be far stronger at the
highest levels of IAT than it is at lower levels. We now turn to our empirical test.

Method
Sample

Data were collected between November 24 and 29, 2019, from a Dynata panel.
Dynata uses random digit dialing, banner ads, and other permission-based tech-
niques to recruit potential respondents. They then randomly selected panel members
who received invitations to participate in the survey. The sample was demographi-
cally balanced to represent the U.S. population in terms of sex, ethnicity, and race.
In total, 1,315 respondents began the survey; however, 81 (6.2%) were identified as
speeders and eliminated from the analyses and 125 (9.5%) did not complete the first
question and were also eliminated from the analyses. In total, usable data were col-
lected from 1,109 (84.3%) respondents.

Online proportional sampling panels demographically balanced on important popu-
lation characteristics such as sex, race, and ethnicity have been found to yield similar
results as random probability-based samples (Simmons & Bobo, 2015; Weinberg et al.,
2014; although Maclnnis et al., 2018, offers a differing perspective). Demographically
balanced panels ensure one-time participation through IP address matching and elimi-
nate speeders through attention checks and mean-time comparisons with the overall
sample (Evans & Manthur, 2005; Wansink, 2001). Moreover, prepanel interviews and
participation incentives increase participant interest and the overall response validity of
the overall data (see Wansink, 2001).

The sample was 49.7% female, 73.4% White, 15.0% Black or African American,
6.0% Asian, and 2.1% American Indian or Alaskan Native. Slightly more than 17% of
the sample identified as Hispanic. These numbers closely match the U.S. population
and are well within the expected margin of error for a sample of 1,109 (U.S. Census
Bureau, 2019).
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Table I. Self-Reported Offending Behavior.

Respondents who

reported engaging in past 7 of total
12 months self-
reported
% of total sample  offenders
Types of offending behavior Count (n=1,109) (n=1215%
Posted hurtful information about someone on the 101 9.16 47.00
internet
Threatened or insulated others through email or 89 8.08 41.40
instant messaging
Excluded someone from an online community 17 10.61 54.42
Hacked into an unauthorized area of the internet 71 6.44 33.02
Distributed malicious software 60 5.44 2791
lllegally downloaded copyrighted files or programs 100 9.09 46.51
lllegally uploaded copyrighted files or programs 76 6.90 35.35
Used someone else’s personal information on the 68 6.17 31.63
internet without their permission
Bought prescriptions (without a prescription) or 80 727 37.21
other drugs on online pharmacies or websites
Posted nude photos of someone else without his 67 6.09 31.16

or her permission

2Add up to more than 100% as each offender can commit more than one offense.

Measures

Dependent variable. Our dependent variable included self-reported participation in
several cyber-offending behaviors during the 12 months preceding the survey. The
counts of each offending behavior are found in Table 1.

We combined the binary responses of each offending behavior to create a general
index of cyber offending. For this new general cyber-offending variable, the minimum
value was 0, indicating no offending behavior within the 12 months prior to complet-
ing the survey, and the maximum was 10, indicating a self-report of all offending
behaviors within the 12 months preceding the survey. It is worth noting that of all
participants who reported cyber-offending behaviors (n = 215), only 36% (n = 78)
reported only one offending behavior. All others reported two or more cyber offenses.
Figure 1 shows the distribution of the cyber-offending variable.

Although not traditionally utilized to examine binary data, a correlation matrix of
offending behaviors can help us understand which behaviors are more likely to over-
lap. The highest R values, indicating the highest overlap in offending, included the
distribution of malicious software and uploading copyrighted content (» = .67) and
sending threatening messages and posting nudes of someone without their permission
(r = .66). The lowest overlap in offending included downloading copyrighted content
and buying drugs online (» = .44) and identity theft and excluding someone from
online communities (r = .46).
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Independent variables. The primary independent variable of interest was an individual-
level scale of IAT. Descriptive statistics for each question are presented in Table 2.
Muftic’s (2006) original scale taps six subscales: Individualism, Achievement (sec-
ond set of four questions), Universalism, Fetishism of Money, Family, and Educa-
tion. Although this original scale included 23 items, the full scale was not available
in these data. The available items were from the Individualism (first four questions
in Table 2), Achievement (second set of four questions), and Fetishism of Money
(last three questions) subscales. We investigated whether these items loaded onto
the corresponding subscales, but the analysis indicated that a one-factor solution fit
the data well. We therefore combined these items into a general IAT index by sum-
ming each question (oo = .883). To test for the curvilinear effect, we suspect may
exist between IAT and cyber offending, we also created the quadratic term of the
IAT. The data were centered before creating the quadratic as suggested in the litera-
ture (e.g., Aiken & West, 1991).

Control variables. Other common variables used in analyses of cybercrime include
measures related to routine activities. We measured variables related to computer
knowledge and time spent on the dark web. These were both measured ordinally.
Computer knowledge was measured with a Guttman-like scale. Respondents were
asked “how familiar are you with computers,” and responses included “I am
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uncomfortable using a computer”; “I can ‘surf the net,” use common software, but not
fix my computer problems”; “I can use a variety of software and fix some of my
computer problems”; “I can use a variety of operating systems and fix most computer
problems I have”; and “I am comfortable manipulating or writing computer program-
ming.” To measure time spent on the dark web, respondents were asked “how many
hours per week do you spend on the dark web,” and responses included 0 hr, less than
1 hr,1to2hr,2to4hr, 4to6hr,7to 10 hr, and 10 hr or more. In addition, we have
included a control for general trust, which was a 5-point Likert-type item for the
statement, “how much do you trust people in general.”

In addition, a series of demographic and control variables were included to better
understand the effect of IAT on offending. These variables are shown in Table 3. The
demographic variables include gender, age measured as a continuous variable, and
race (see Table 3 for categories). In addition, education was measured by asking
respondents what is the highest level of education they achieved, and the responses
included “less than a high school diploma,” “a high school degree,” “some college,”
“a college degree,” or “a master’s degree, professional degree or higher.” Household
income was measured by asking what the combined income of all members in your
household was in the last year, and the categories are reported in Table 3. Descriptive
statistics for all variables are presented in Table 3.

99 G

Regression models. Several models were run to better understand the effect of individ-
ual levels of IAT on general cyber offending. As cyber offending, the dependent vari-
able, was a count variable (i.e., an index of binary responses to specific cyber offending
in the past 12 months) and because the data were significantly overdispersed, negative
binomial regressions were utilized. These models are similar to regression, in that,
they allow for correlations to be established but are appropriate for count data (Long
& Freese, 2005).

In the first negative binomial regression, cyber offending was regressed on the
overall IAT index to examine the independent relationship between IAT and cyber
offending. IAT was positively related to the commission of cybercrimes (b = .056,
incidence-rate ratio [IRR] = 1.07, p < .001). The risk of committing a cybercrime
increase by approximately 7% for every increase of 1 on the IAT scale. In the second
model, we introduce the quadratic term of IAT. This was done to consider the curvilin-
ear relationship between IAT and cyber offending. We hypothesized that both low
levels and high levels of IAT would relate to cyber offending. A linear model would
not capture this relationship and so a squared term was introduced to allow the model
to account for a curvilinear model. Here, both IAT (b = .048, p < .001) and IAT? (b =
.003, p < .001) were statistically significant, thereby indicating a curvilinear relation-
ship between IAT and cyber offending (see Figure 2). As predicted, as IAT is extremely
low, its relationship with offending is relatively weak; however, as IAT increases, we
see a progressively higher likelihood of cyber offending.

The next model considered all covariates with the general index of IAT and the
quadratic term for IAT. This model was done to understand the multivariate relation-
ship between IAT and cyber offending by using the control variables mentioned
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Cyber-Offending by IAT and IAT-Squared
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Figure 2. Curvilinear effect of IAT on cyber offending.
Note. IAT = institutional anomie theory.

above. As shown in Table 4, the overall model was statistically significant (p <
.001), and the main effect of IAT was statistically significant using traditional stan-
dards (b = .01, p < .001). Most interestingly, the IAT quadratic term remains sig-
nificant (b = .002, p < .001). Once again, we see that IAT and cyber offending is
curvilinearly related, even after controlling for other relevant factors. Other signifi-
cant variables included an increase in cyber offending for both Blacks (b = .660,
p = .009) and Asians (b = .828, p = .010) compared with Whites; a decrease in
cyber offending as age increases (b = —.047, p < .001), an increase in cyber offend-
ing as dark web use increases (b = .336, p < .001), and an increase in cyber offend-
ing as general trust decreases (b = —.298, p = .001).

Discussion

Overall, we found that IAT correlates with self-reported online offending behavior. In
all three models, IAT was a significant predictor of cyber offending. Although pseudo-
R? is not comparable with R? and should be interpreted with caution (Long & Freese,
2005), our pseudo-R? ranged from .02 for the base IAT model to .14 for the full model
including covariates. Our findings suggest that IAT is correlated with cyber offending
and future studies should continue to examine and include this theory as a part of
criminological explanations.

More important than significant findings for the IAT model, we found a strong
curvilinear effect when using IAT? as a predictor. Overall, extremely low levels of IAT
and high levels of IAT relate to cyber offending. This is an important discovery in our
study and for the theory generally. With mixed support for IAT in the literature
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(Messner et al., 2019), a curvilinear effect can help explain these mixed findings.
Furthermore, we believe that this effect fits conceptually within the theory. Although
the theoretical notions focus on increased IAT relating to crime, an argument that
rejecting the American Dream (i.e., having a very low IAT) would also be related to
crime. If one has too much apathy toward the capitalistic values illustrated in IAT, then
perhaps there is no reason to buy into the market system at all. Instead, crime could be
used as a path of least resistance or convenient way to survive. This notion is explicitly
stated in Merton’s (1938) strain theory, as he argued that the rejection of culturally
defined goals results in the modes of adaptation of either retreatism or ritualism.
Whereas ritualism is unlikely to result in criminal behavior because the institutionally
defined means are accepted, retreatism would be correlated with crime, according to
Merton (1938). Moreover, this notion that failing to adopt culturally defined goals as
a contributing factor to criminal behavior is also surely expressed in control theories,
such as social bonding theory (Hirschi, 1969).

The curvilinear effect suggests that the relationship between IAT and crime is com-
plex. Individuals who engage too little with notions of the American Dream or other
market anomie ideas are more likely to engage in crime. The same can be said of those
who adhere to these notions too much. However, there does appear to be an adherence
where individuals are engaged with market ideas and values but not to an excessive
point. Perhaps what is occurring at the high end is that individuals are prioritizing suc-
cess at all costs, leading to the breaking of rules or laws to achieve. This would cer-
tainly be consistent with the original notions of anomie. Here, goals are themselves not
bad, but the prioritization of financial or market success at the cost of all other goals
may lead individuals to discount moral elements in favor of economic success.

Other significant predictors of cybercrime included gender, race, age, dark web
use, and trust. To better understand the relationship with gender, we considered the
overall offending rate. Overall, females offended in 18% of our sample, whereas
males offended in 22%.

Consistent with findings on age and crime, we found that as age increases cyber-
crime decreases. This may be even more pronounced for cybercrime as historical ste-
reotypes have considered cybercrimes, such as hacking, to be conducted primarily by
juveniles (Yar, 2005).

Race differences were also found, such that Blacks and Asians reported a higher
rate of offending than did Whites. When we look at specific cybercrimes, interesting
patterns emerge. Although not statistically significant, Blacks and Asians are more
likely than Whites to report online harassment, exclusion, online threats, illegal copy-
right download, and revenge pornography, which supports the findings of hate crime
literature underlining the role that race and ethnicity play in hate speech online
(Williams et al., 2020). Notably but unexpectedly, as the pattern does not fit the rela-
tively high-level involvement in hate-related interpersonal crime in these populations,
African American and Asian participants also scored fairly high on hacking.

We also found that dark web use is positively correlated with increased cyber-
crime activity. This was not surprising as some cybercrimes, including digital
piracy and drug sales, are frequently conducted on the dark web (Hurlburt, 2017).
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We were surprised to find that computer familiarity was not significantly related to
cybercrime. And, if anything, as familiarity increased, cybercrime decreased (p. =
.204). This relationship should be further explored as some cybercrimes are facili-
tated by greater computer literacy. For example, whereas cybercrimes such as
online bullying require very little computer skill, hacking can require considerable
skills. It could be by combining all types of cybercrime, the effect of computer
knowledge is muddied. Although we could conceivably test for a curvilinear effect
in our model, we refrained from doing so because it is beyond the scope of our main
objective of testing IAT’s utility for explaining cybercrime. However, we briefly
examined this possibility using ¢ tests with specific cybercrimes. We found mar-
ginal support for this notion as those who reported hacking reported higher com-
puter skills (r = —1.66, n = 1,143, p = .010), whereas those who reported posting
hurtful information were not significantly different compared with the general
sample on computer skills (t = 0.6, n = 1,142, p = .58).

In terms of education’s relationship with cyber offending, the model suggests
offending decreases as education increases, but this effect fails to achieve statistical
significance (p = .637). The relationship between education and cybercrime may be
too complex to detect using linear models, much like computer familiarity. Some
crimes may require more education, though this does not need to be a formal progres-
sion through grades as is commonly measured. Conversely, other cybercrimes may
require little education or skill.

This article shows the American adult population’s involvement in a variety of
cybercrime activities on a small, yet nationally representative, sample. Institutional
anomie is inflicted by radical and rapid socioeconomic change, which generates social
problems that push the limits of the market economy to the point that it cannot cope
adequately. This refers to the current situation in the United States, with the country
undergoing significant economic and sociopolitical changes, as well as serious politi-
cal debates concerning traditional democratic institutions (Fukuyama, 2014; Gilens &
Page, 2014). These changes have recently taken a rapid pace, resulting in an increased
level of anomie (Gupta & Gupta, 2018) and a decrease in the positive effects of strong
social institutions such as the family, state, and community.

If these changes were not enough, institutions of social cohesion, such as education
and health care, have been witnessing reforms for years. These changes increase
uncertainty, difficulties in prospecting whether socially approved success scenarios
such as earning high levels of education and working hard will lead to monetary suc-
cess and save people from debts. The vicious cycle becomes complete when financial
inequality and negative socioeconomic change meet with social and financial inequal-
ities. The economic equality on the macro level together with money fetishism on the
individual level creates tremendous pressures on individuals to succeed at all costs.
This constellation is rather supportive of individual rule breaking. The commission of
cybercrime by both those who are the most and the least affected by institutional ano-
mie supports the above-described tenet of IAT.

The media historically portray the computer criminal as a smart but reclusive youth
(Alper, 2014). We believe that our models show a different characterization of cyber
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offending. Including a broader range of online illegal behaviors shows that computer
knowledge is not related to offending. Adding the findings on IAT and trust supports
that offenders are more defined by their beliefs than their demographics. For example,
someone high on IAT may recognize the strong market presence online and utilize the
internet, in sophisticated or unsophisticated ways, to scam individuals out of money or
private information. Similarly, another individual low on IAT may recognize the con-
venience of buying illegal drugs or downloading copyrighted material off the internet.
Although a speculation at this point, further research should examine specific types of
cybercrimes and behaviors related to IAT.

IAT does not offer easy prescriptive solutions to fixing crime. Instead, we see a
culmination of market forces overtaking alternative goals. Thus, we see that offline
behavior and forces are influencing online behavior and computer cyber offending.
We add our voice to the sociological chorus suggesting that an overvaluation of mar-
ket goals is contributing to criminal behavior through overvaluation (e.g., financial
achievement at all costs). We also suggest that the same forces are contributing to
crime through undervaluation and “checking out” (e.g., deciding, consciously or
unconsciously, that financial achievement is impossible, and no other achievement is
worthwhile).

Limitations

Using an online survey inherently includes several limitations. First, our ability to
detect causal relationships was limited. The regressions performed merely show that
IAT is correlated with cyber offending. Future work should consider experimental or
quasi-experimental designs to examine these processes in time order or longitudinally
to clearly establish the temporal order of the variables. Moreover, longitudinal surveys
could also be designed to consider changes of over time.

Although our initial sample included more than 1,100 participants, we were largely
working with a sample of 215. This was because we focused only on cyber offending.
The population of cyber offenders is inherently difficult to target, and as such we had
to include a large sample to reach these 215. Thus, we utilized a subset of the data,
which only yields 1,100 participants.

One concern with any data collection effort is that participants may lie. Although
this is always a possibility, we found evidence that showed consistency among
responses. For example, when considering the overlap of offending behaviors, we
found the strongest correlations between the distribution of malicious software and
uploading copyrighted content (» = .67). These behaviors have a strong correlation in
the real world as including malicious code or viruses in uploaded content is relatively
common (Federal Trade Commission, 2019). Similarly, we found strong correlations
between sending threatening messages and posting nude images of someone without
their permission (» = .66). It is unsurprising that these behaviors correlate given their
likely connection with online aggression and their similarly low sophistication. Thus,
if participants lied about their offending, then they did so in a way that appears to be
consistent with what we would expect of online offenders.
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Because of the low number of certain populations in our sample, some results of
our survey must be interpreted with caution. For example, the observed relationships
between race/ethnicity and cybercrime should be considered with due caution, and
how these relationships play out in connection with IAT should be studied in the
future.

Conclusion and Implications

This article analyzes IAT as it correlates to crimes committed online. Overall signifi-
cant effects were found such that higher and lower levels of IAT were correlated with
increased self-reports of cyber offending. While providing evidence of IAT’s utility in
explaining cybercrime, we believe that other micro-level factors, such as the social
learning process, techniques of neutralization, and social reinforcement, should also
be considered to identify the complexity of components of victimization and offending
online. This would serve toward the creation of a general cyber-integrated theory of
crime (Bossler, 2020).

Although the literature measuring IAT’s effect on cybercrime is scarce (Donner
et al., 2014; Reyns et al., 2019), our study is a significant addendum to the existing
literature as it proves that IAT affects cybercriminal activity of a national sample of the
adult American population. We recommend further studying IAT’s effect on cyber-
crime in different populations, including other developed, as well as developing
countries.

The present article examines individual factors of cybercrime by studying the
effect of IAT on cyber offenders. However, for obvious reasons, it does not look at
cybercrime as a global phenomenon. The combination of the anomic state (remote
cause) and individual and situational criminogenic factors (proximate causes of
cybercrime; Passas, 2000) must be examined in the future, as cybercrime is a global
phenomenon.

In recent years, many jurisdictions all over the world have adopted cybersecurity
strategies. These strategies generally ignore cybercriminal motivations and adapt their
cybersecurity plans on the sole measure of intrusion detection (Pasculli, 2020).
Therefore, there is a need to improve our understanding of cybercrime causes to assess
and, if necessary, reform existing strategies, calculating with individual motivations.
Our recommendation is to further study IAT and its effects on individual motivations
of cybercriminal activity in the future.
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